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Distributing Computing with Powerful

Platforms Enabling Al at Edge in IoT

On Premises
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Cloud Computing
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Cloud

Edge Computing — A Distributed Computing Paradigm
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Enablement of Data Computation closer to the data source



Connected Things & Smart use cases embe%%)g(]
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growing at exponential scale NG Al

Industrial
loT

Smart City Video Digital Retail Smart Utility Smart Smart Factory Smart
Smart Collaboration Signage Self Asset Monitoring  Healthcare Predictive Logistics
Parking Speech Personalized Checkout & Control Medical Maintenance Barcode
Recognition advertisement Imaging Recognition
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Exponential increase, lack of commonallty' embedged
In use cases leading to fragmentation acros
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Customers challenges and asks

as aresult of fragmentations
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IOT E2E Services

Value added Services, Data Visualization, Dashboards
Communication & Collab tools

Device Lifecycle Management, Secured Provisioning
Cloud Ecosystem Integration

Optimized & Secured ML Pipeline Deployment
Predictive & Prescriptive Edge Analytics
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E2E Platform

Pilot Validation

IOT aaS Enablement

Services + Platform + Silicon
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Qualcomm Technologies providing an ,Q embedded
platform answering the needs of the cusi;__‘ )S/JrST%mQ

E2E solution based on commercially available
platforms with on-device Al., e.g., Al View cameras
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Qualcomm Technologies providing an =] emh@%%)p%]

platform answering the needs of the cust

LA

E2E solution based on commercially available
platforms with on-device Al., e.g., Al View cameras

Optimized & Secured ML Pipeline Deployment Integrated optimized domain specific applications
Predictive & Prescriptive Edge Analytics like License Plate Recog nition

Qualcomm .
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E2E solution based on commercially available
platforms with on-device Al., e.g., Al View cameras

Device Lifecycle Management, Secured Provisioning
Cloud Ecosystem Integration

Integrated optimized domain specific applications
like License Plate Recognition

Device management & feature updates
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summit
Value added Services, Data Visualization, Dashboards E2E solution based on commercially available
Communication & Collab tools platforms with on-device Al., e.g., Al View cameras

Integrated optimized domain specific applications
like License Plate Recognition

Device management and feature updates

Provide End to End service from solution
deployment to visualization.
Ex. Digital twin of parking structure

Qualcomwn .



Key Qualcomm Technologies 3 embe%gg(]

enabling the E2E service platform X VISl T

Secured Feature
device manager  provisioning
Device health Feature
& diagnostics monitoring
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Edge Platform Customer App
Feature management
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Pipeline management
Usage Monitoring




Key Qualcomm technologies

enabling the E2E service platform

Secure Processing Unit

Integrated security with active, and passive
protections against SCA, FA and invasive
attacks

Qualcomm TEE

Qualcomm Trusted Execution Environment

Secure Boot

Enabling trust in the device initial state
(code, configuration)

Secure Debug

Policy based debug access control
throughout device lifecycle

Cryptography

FIPS certified HW crypto engines enable
security without sacrificing performance
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Qualcomm® wireless
edgeservices (WES)

Set of services allowing usage of
SoC unique hardware credentials to
establish and maintain trust in the device

DSP Secure Domain
* Performant secure processing

* Qualcomm TEE integration
for facial authentication

Peripherals Security

Peripherals protection from
unauthorized software access

Storage security &
Key Management

Protection of assets at-rest and in-transit
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Qualcomm Spectra
580 ISP
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Qualcomm
FastCo

13



Key Qualcomm Technologies "N pmbp%gg(]

enabling the E2E service platform gdrsnmﬂ

Runtime Frameworks

Chainer olkit
PyTorch Mobile
ONNX RT
NNAPI

[\ Low Level Neural Network Li ibrary ﬂ

Hardware Acceleration

Pipeline management

Qualcomwn ”



Key Qualcomm technologies embe%gg(]

enabling the E2E service platform

Qualcomm wireless edge services

Set of Trusted Services rooted on hardware
to securely connect & manage devices

Qualcomm WES Value Proposition
Qualcomm wireless edge solutions
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Secure & trusted end to end connectivity ond computing *

Secured Feature Sl et areariet

d evi C e m an ag er p rovi S I O n I n g Authenticate device's idantity ' . Seomless, built-in security

Attest device's software integrity No additional hardwaore

Establish secure device-cloud BOM required
communication No need for off-the-shelf
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& diagnostics monitoring

Simplified Activate features
provisioning on-the-fly
Trusted Device Zero Touch Device Device Lifecycle Zero-touch provisioning of TLS @ . Enable pre-built
Attestation F'rovisioning Management certificotes & device credentiols chipset features
e _ Mo special provisioning Enable preloaded
L On-dem: s at OEM factory software features
Secure onboarding based Perform OTA software
on HW ReT feature upgrades

Feature management

License management

Attestation
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loT-as-a-Service

Smart Connected Spaces
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Verticals Smart
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Smart Buildings
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Transportation

Smart Stations
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Smart Operators
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Smart Utilities (Power / Water)
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Infrastructure
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Smart Factory

Smart Logistics
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Smart Warehousing
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Asset Management

Smart Safety
and Security
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Smart Cameras

Smart Surveillance
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Smart Access
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Smart
Agriculture

Smart Livestock

Smart Horticulture
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With Fragmentation in IoT, need for a full-stack solution is eminent.
E2E service by Qualcomm Technologies is driving the transformation
of smart IoT And solving the challenge of Edge Al deployment at scale.
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