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Disclaimer:

The views presented are those of the speaker and do not necessarily

represent the views of VMware LLC, Broadcom, Inc. or its

affiliates. Statements of fact and opinions expressed are those of the

speaker individually and, unless expressly stated to the contrary, are not

the opinion or position of VMware LLC, Broadcom, Inc. or its affiliates.

This session will cover VMware's journey through a multi-year digital

transformation centered around AI/ML-based security monitoring, decision

making and response, within its global Physical Security organization, prior

to VMware's acquisition by Broadcom. It does not represent current or
future programs of Broadcom, Inc. and its affiliates.



• The world of physical operations including physical security is labor intensive, with 
limited technology adoption

• Operational scalability is a big challenge

• The industry is ripe for disruption with the recent advancements in edge technology 
including AI/ML

• VMware’s  physical security organization drove a multi-year digital transformation to 
address the challenge, with AI on security cameras as the key technology driver

Context
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VMware Physical Security Digital Transformation Charter
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Customer Experience Transformation
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Security Operations Transformation
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AI on Security Cameras – Double Click



Problem Statement #1
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1000’s of cameras, but no one is watching



Problem Statement #2
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1000's of alarm events every day, 99% are 
false



Risk management:

• Inability to continuously monitor 1000’s of cameras

• Lack of real-time visibility to security incidents

• Lack of data encryption with legacy video systems (privacy risk)

Costs, scale & productivity:

• Labor intensive manual processes (patrols, monitoring, investigations) 

• Time wasted processing large volume of false alarms

• Inability to scale security operation to support growing business needs

Problem Summary
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AI Workflow
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actionable 
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Near human-level 
understanding of threats

Minimal false 
alerts



On prem Cloud

AI Architecture
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C A M E R A S

D O O R A L A R M S
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Deployment Timeline & Scope
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2020 2021 2022 2023

Proof of 
concept

All perimeter 
cameras (15+) at 
1 building in HQ

Phase 1
All perimeter 

cameras (150+) 
at all buildings 

in HQ

VMware 
acquisition
Paused global 
rollout (1500+ 

cameras)



Business Impact
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98%

82%

1 FTE

Time to 
investigate 
incidents

More 
visibility to 
incidents

Labor savings -
responding to 
false alarms 

• Proactive security posture instead 
of reactionary

• Ability to scale more efficiently

• Increase staff morale

• End to end encryption of video 
data

• Non-security related benefits (for 
example: space intelligence / 
occupancy tracking)



Nascent technology:

- Run quick POC’s to 
see what works

High price point & tough 
ROI:

- Selective, risk & impact 
based deployment

- Partner with other groups 
to amplify impact

- Focus on long term 
scalability vs short term 
savings 

Risk averse & change 
resistant business:

- Get leadership 
support

- Focus on team 
member buy-in or 
transition

Implementation Challenges and Best Practices
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Additional Resources



Additional Resources
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Related VMware blogs:

https://cio.vmware.com/2023/08/ai-in-the-
world-of-physical-operations.html

https://blogs.vmware.com/vov/2021/08/27/se
amless-physical-security-for-an-evolving-
workplace/

https://blogs.vmware.com/vov/2021/02/11/e
mbracing-the-digital-era-drives-innovation-by-
the-vmware-physical-security-team/

https://cio.vmware.com/2023/08/ai-in-the-world-of-physical-operations.html
https://blogs.vmware.com/vov/2021/08/27/seamless-physical-security-for-an-evolving-workplace/
https://blogs.vmware.com/vov/2021/02/11/embracing-the-digital-era-drives-innovation-by-the-vmware-physical-security-team/

