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Disclaimer:

The views presented are those of the speaker and do not necessarily
represent the views of VMware LLC, Broadcom, Inc. or its
affiliates. Statements of fact and opinions expressed are those of the
speaker individually and, unless expressly stated to the contrary, are not
the opinion or position of VMware LLC, Broadcom, Inc. or its affiliates.

This session will cover VMware's journey through a multi-year digital
transformation centered around Al/ML-based security monitoring, decision
making and response, within its global Physical Security organization, prior
to VMware's acquisition by Broadcom. It does not represent current or
future programs of Broadcom, Inc. and its affiliates.
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Context \"SNN
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* The world of physical operations including physical security is labor intensive, with
limited technology adoption

* QOperational scalability is a big challenge

* The industry is ripe for disruption with the recent advancements in edge technology
including Al/ML

* VMware’s physical security organization drove a multi-year digital transformation to
address the challenge, with Al on security cameras as the key technology driver
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VMware Physical Security Digital Transformation Charter  ||SIIN
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Reimagine physical More efficient way to grow & scale physical security
security capabilities (shift the mix of investment in tech & labor)
Digital transformation Align with company mission - Software Defined physical

of physical security operations & digital transformation

using modern and

emerging technology Lead & be the best physical security function in the high

tech industry!

Guiding Principles

Upskill & uplevel security staff to focus on more value adding activities & make better use of
technology

Become more customer focused

vmware Collaborate closely with Workplace, IT, InfoSec & other partner groups 4
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Customer Experience Transformation

PRESENT:

Access / Badging
Authenticate with badge scan;
handle pull & accessibility

: FUTURE: Modern,
button push Required. T

Traditional (B;_’e'ntj;e.d o
(The TSA Experience) e Disneylan
Experience)
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Events & Incidents
Assistance for events and
incidents requiring require
calling security their mobile
phone

Visitor Management
Check in at the reception,
register for your visit, get a
temp badge

© 2024 VMware
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Access / Badging Frictionless
touchless access - VMware
Passport and Biometrics

Events & Incidents

Al cameras, Drones and
Robots identify incidents in
real time and automate
security response

Visitor Management Pre-
enroll in through touchless
system, use biometrics to get
access to the building



Security Operations Transformation

Building patrols
Onsite security guards

PRESENT:
Manual, labor
intensive

Center)

400K false alarms

(yearly avg); centralized
operations

review

Technology stack
Minimal - foundational
systems only (badging +

cameras)
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SOC (Security Operations
Modern, technology

Investigations
100’s of hours spent on video
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Building patrols
Security guards (onsite &
remote) assisted by tech
(Robots, Drones)

SOC (Security Operations
Center)

Al assisted; respond only to
real alarms; distributed
operations

Investigations
Al powered automated video
review

Technology stack
Advanced tech + foundational
systems
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Al on Security Cameras — Double Click
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1000’s of cameras, but no one is watching
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Problem Statement #2

1000's of alarm events every day, 99% are
false

Door Forced Open
Building B2, Floor F2, Reception R1

08 Wed, 2019 02:01:51 pm
Access Denied

Carver, Ellis (#E133)

08 Wed, 2019 02:01:49 pm

Access Granted
Freamon, Lester (#E127)

Door Forced Open
Building B2, Floor F2, Reception R1

08 Wed, 2019 02:01:51 pm
Access Denied

Carver, Ellis (#E133)

08 Wed, 2019 02:01:49 pm

Access Granted
Freamon, Lester (#E127)

- w» o w» W

08 Wed, 2019 02:01:48 pm

Acknowledge [

Acknowledge ]

Acknowledge |2}
Acknowledge | 4]

Acknowledge [ ]
Acknowledge |2}
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Problem Summary VISIN
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Risk management:

* Inability to continuously monitor 1000’s of cameras
* Lack of real-time visibility to security incidents

* Lack of data encryption with legacy video systems (privacy risk)

Costs, scale & productivity:

* Labor intensive manual processes (patrols, monitoring, investigations)
* Time wasted processing large volume of false alarms

* Inability to scale security operation to support growing business needs
vimware .
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Al Workflow VISI?N
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Low-confidence Only
CAMERAS events for verified,
verification actionable
. 0 alerts °

DOORALARMS Al Platform Al Analyst Sensors

& SENSORS assist
security

staff

Works with existing Near human-level Minimal false

security infrastructure understanding of threats alerts

vmware
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Al Architecture

On prem

CAMERAS

DOORALARMS

Al Engine,
& SENSORS

Video
Management
Svstem
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Deployment Timeline & Scope VISIN
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2020 2021 2022 2023
— e — @ — e} —
Proof of
concept
All perimeter Pha—§e1
cameras (15+) at All perimeter VMware
1 building in HQ cameras (150+) acquisition
at all buildings Paused global
in HQ rollout (1500+
cameras)
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Business Impact VISI'IN
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* Proactive security posture instead
of reactionary

Time to
investigate
incidents

98% |

* Ability to scale more efficiently

* |ncrease staff morale

. . More
* End to end encryption of video visibility to ISZ‘V
data incidents 0

* Non-security related benefits (for
example: space intelligence /
occupancy tracking)

Labor savings -
responding to
false alarms

1FTE
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Additional Resources
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Additional Resources wsmn
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Related VMware blogs:

https://cio.vmware.com/2023/08/ai-in-the-
world-of-physical-operations.html

https://blogs.vmware.com/vov/2021/08/27/se
amless-physical-security-for-an-evolving-
workplace/

https://blogs.vmware.com/vov/2021/02/11/e
mbracing-the-digital-era-drives-innovation-by-
the-vmware-physical-security-team/
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