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Background

IARPA BRIAR: 

Biometric Recognition and Identification 
at Altitude and Range

Challenging imaging conditions:

• Atmospheric distortion

• Camera motion

Existing algorithms:

• Are trained on low-angle, close-range data

• Rely on face recognition as the only 
biometric modality

ORNL’s role: data collection and T&E
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Oak Ridge National Laboratory’s Role as BRIAR T&E Lead

Testing and 
evaluation of 

performer team 
recognition 

models

Experiment design, 
subject recruiting, 
dataset collection, 

curation, and 
annotation

Engineering and 
integration of 

support technology, 
cameras, and 

equipment

Permission granted by subjects for use of imagery in public presentations
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Custom Cameras Use-Case: Specialized Data Collection

• Integration with commercial surveillance 
infrastructure: dozens of IP cameras, network video 
recorders at stations 5 m to 1 km from subject area(s)

• Interchangeable optics and sensors

• Network streaming and control of multiple custom 
cameras

• Raw capture recording
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BRIAR Specialized Camera

• Nvidia Jetson AGX

• Basler Ace sensors

• High power lenses

• Control hardware (lens-specific)

• Weatherproof enclosure

• Mounting hardware for tripods, 
pan/tilt positioners, etc.
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BGC1 - June 2021
BGC3 - August 2022
Oak Ridge National Laboratory
567 + 161 Subjects
Additional scenarios

BGC2 - March 2022
Guardian Center, GA
295 + 284 Subjects
Added non-visible cameras

BGC4 - January 2023
College of Du Page
304 + 144 Subjects
Urban/mock city
Winter clothing

BGC5 - February 2024
Texas A&M RELLIS
327 + 181 Subjects
Multi-person & 
Large group activities

BGC6 - May 2024
Colorado State University
349 + 126 Subjects

1842 Full Subjects

896 Indoor Only

2738 Total Subjects
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• C-based framework for pipelines of 
data sources, filters, and sinks

• Extensive libraries of plugins implement 
additional elements

• Built on top of GLib (for main loop 
abstraction and data types) and 
GObject (OOP shoehorned into C)

• Dynamic pipelines are edited with 
callbacks triggered by signals, timers, or 
probed data

Why Gstreamer?
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(dynamic)

camera 
source

tee

file sink

compress payload

Pipeline (simplified)

Gstreamer RTSP Media Factory

Gstreamer RTSP Server
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• The server signals a media factory object 
to create its pipeline when an RTSP 
client sends a request

rtsp://<ip_address>:8554/<tag>

• The <tag> is associated with a specific 
media factory

• Once the pipeline is running, the server 
streams the payload output over RTSP

RTSP Streaming - GstRTSPServer
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source compression payload

Pipeline (simplified)

Gstreamer RTSP Media Factory

Gstreamer RTSP Server
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GstRTSPServer – Pipeline Creation on Client Request

• The media factory creates and links 
pipeline elements from the 
description in pipeline_string

• The media-configure signal 
triggers a user-defined callback to 
perform any pipeline configuration 
or additional actions needed

© 2025 Oak Ridge National Laboratory 9



System Configuration

• JSON files: config.json and 
sensor.json

• Set important metadata, as well as 
system, network, sensor, and 
peripheral hardware settings

• These files are read into structs using 
cJSON on startup

• Text file: pipeline.txt

• Creative string formatting for pipeline 
configuration

• Minor changes without recompile
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A Gstreamer Pipeline Description
(a mess, but bear with me…)

pylonsrc name=source ! %s ! 

tee name=t ! queue name=raw_queue !

splitmuxsink name=sink muxer=identity 

location=/dev/null

t. ! queue name=rtsp_queue !%s 

nvvidconv name=converter ! 

video/x-raw(memory:NVMM), 

format=I420,framerate=30/1 !

nvv4l2h264enc bitrate=20000000 ! 

h264parse ! 

rtph264pay name=pay0

• Gst-plugin-pylon camera source element*

• Tees and Queues abstract multithreading

• splitmuxsink element for timed/toggled local 
recording

• Second branch of the tee is used for RTSP stream, format 
converted*

• Capabilities or “Caps” describe data frames and 
transmission between elements

• Nvidia-specific hardware encoder element encodes video 
stream to h264. Data buffers are parsed into packets

• Payload element exposes stream to GstRTSPServer

* %s -- C string formatting; caps and element insertion 
based on sensor characteristics
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Pipeline Description
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pylonsrc tee

queue

queue

splitumuxsink

nvvidconv nvv4l2h264enc rtph264pay

bayer2rgb%s

%svideo/x-bayer

video/x-raw
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Basler gst-plugin-pylon

• pylonsrc: Gstreamer source element plugin for all 
Basler 2D cameras

• All camera features exposed as gstreamer properties

• We used color and mono sensors as well as a variety 
of resolutions and formats

• Issues with the beta versions: broken cleanup of 
camera elements, difficulties getting/setting effective 
resolutions

• v1.0.0 released Aug ’24, but throughout development 
and field-use we were working with v0.5.1 through 
v0.7.0
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Sensor Setup: It’s not a bug, it’s a feature!

• sensor_setup – separate 
executable run any time a new 
sensor was added

• Workaround for gst-plugin-pylon 
beta version bugs

• Writes JSON configuration file with 
editable sensor settings
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Application Interfaces

• Status Broadcaster: sends system 
information over UDP

• UDP Listener: handles incoming 
messages to toggle raw recordings, 
change sensor settings

• Frame-Level Metadata: probes the 
frame buffers moving through the 
pipeline for detailed info, uses 
another gstreamer pipeline to write 
to CSV files.
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Gstreamer RTSP Server

(dynamic)

pylonsrc tee

file sink

compress payload

Pipeline (simplified)

Gstreamer RTSP Media Factory

Status Broadcaster UDP Listener

Configuration Files

Frame-Level 
Metadata
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“media-configure” and Useful Callbacks

g_signal_connect: attach a 
callback to a specific signal

• In this case, the callback changes 
the path of the recording file that 
splitmuxsink element writes

g_io_add_watch: attach a 
callback to some I/O action

• In this case, the callback processes 
incoming UDP messages
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“media-configure” and Useful Callbacks

g_timeout_add_seconds: 

execute a timed callback

• Used to enforce a time limit on local 
recordings and metadata files

gst_pad_add_probe: access 
data buffers at an input/output of an 
element

• Access/record frame-level metadata 
while pipeline plays
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Peripheral Hardware Interfaces: Lens Control

Standardized Description Python Subclassing Status Broadcast

UDP listener settings 
defined in config.json

Device specific 
implementation, e.g., 
network device, GPIO

JSON informs monitoring 
and control GUI.
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Conclusions

Challenges

• Choosing the correct elements for 
the hardware and application

• Configuring a dynamic pipeline 
within an RTSP Server

Lessons Learned

• Stress testing should be really 
stressful

Insights and Advice

• It’ll take longer than you think

• Friends and documentation

• Don’t be afraid of workarounds
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Cameras in the Wild!
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Oak Ridge National Laboratory

IARPA – BRIAR Home Page

Gstreamer Homepage

Basler gst-pylon-plugin

cJSON

https://www.ornl.gov/

https://www.iarpa.gov/research-programs/briar

https://gstreamer.freedesktop.org/

https://github.com/basler/gst-plugin-pylon

https://github.com/DaveGamble/cJSON
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Resources/Links

21

https://www.ornl.gov/
https://www.iarpa.gov/research-programs/briar
https://gstreamer.freedesktop.org/
https://github.com/basler/gst-plugin-pylon
https://github.com/DaveGamble/cJSON


ORNL Open Source: https://github.com/ornl
O p e n - s o u r c e  l i c e n s e  a p p r o v a l  i n  p r o g r e s s  a t  t i m e  o f  s u b m i s s i o n …  
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https://github.com/ornl

